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California Decertifies Diebold Computer Touchscreen Voting

Maryland Must Fund Paper Ballots-Optical Scan Law

By William Edelstein <w.edelstein@gmail.com>

August 13, 2007

On August 3 California Secretary of State Debra Bowen decertified (among others) Diebold TSX touchscreen voting systems (DREs) used in California. She then recertified them with the proviso that all votes on these machines will be tallied by hand-counting the TSX "paper trail" printouts along with absentee ballots. 

These DRE machines will principally be used to satisfy accessibility requirements in election districts which already have them, and for some early voting. Other voters will be allowed to use them if desired. For the most part, however, voters will use paper ballots which will be tallied using optical scanners.1
This drastic step was taken by Secretary Bowen after an intensive, two-month review of California voting systems. This was carried out by analysis teams led by University of California computer science and cryptography experts.2, 3 Their investigation revealed many serious flaws in these systems, including vulnerability to viruses and poor security that would allow hackers to alter election results. 

The California report echoes many of the issues found regarding the older model Diebold TS system in Maryland by Johns Hopkins Professor Avi Rubin and his colleagues4 (originally published in 2003) and the subsequent Maryland government-sponsored study by Science Applications International Corporation.5 Unfortunately, voting machine companies have been unable or unwilling to correct these kinds of problems over the four years since the publication of these and similar reports. The bottom line is that DREs are not trustworthy.

The good news for Maryland is that our legislature last year passed Senate Bill 392 that was signed by Governor Ehrlich. This law mandates replacement of our flawed Diebold TS DREs with paper ballot/optical scan systems. Unfortunately, the bill was passed without funding. One of its provisions is that the law will die if not funded in the next State Budget, which is now being debated. 

Given the news from California and the dismal performance of DREs around the country, implementing SB392 is fundamental to our democracy and must be a priority for Governor O'Malley and the legislature.

Precinct-based, paper ballot-optical scan systems have been in use for nearly three decades and in 2006 were the norm for over 56% of counties and 49% of voters in the USA.6 Because voters themselves mark ballots, uncertainties can be resolved with a recount. It is worth pointing out that 75% of California already uses paper ballot optical scan systems, so disputed DRE touchscreen machines are used by a minority of voters in that state. 

Accessibility for paper ballot voting can be achieved through the use of a ballot-marking system, such as the Vogue AutoMark.7
The credible operation of paper ballot optical scan systems around the country has decidedly not been matched by the results of paperless DREs such as we presently have in Maryland. There were many notable problems in this regard, for example, in Sarasota, FL in 2006 where 18,000 votes mysteriously disappeared.8
The evidence is overwhelming that DREs are deeply and irrevocably flawed and are simply inappropriate technology for reliable voting. They are expensive to buy and expensive to maintain. Paper-ballot optical scan, tallied on a precinct level, is the most efficient, cost-effective and verifiable approach to elections. Maryland legislators have agreed with this proposition, and must now move promptly to fund SB392 and put it into practice.

Other states have changed to paper-ballot optical scan systems in periods of 6-8 months.9 

Our democracy depends on getting the voting process right.
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